
Trustee Tutor: Issue 7 
The protection of personal information 
in retirement funds

POPIA legislates a person's cons�tu�onal right to privacy by se�ng out the legal framework 
for the collec�ng, processing, sharing, storing and destroying of personal informa�on. The 
inten�on is to prevent harm to people by protec�ng their personal informa�on from, for 
example, falling into the wrong hands and being used to steal their iden�ty or money.

By now most trustees of re�rement funds have been exposed to the legal constructs and 
requirements of POPIA but may be finding it difficult to dis�l and priori�se what is applicable 
to their funds. In this Trustee Tutor, we unpack the eight condi�ons in POPIA which trustees 
need to consider in fulfilling their responsibility to protect their members' and other persons' 
personal informa�on.

The Protec�on of Personal Informa�on Act 4 of 
2013 (POPIA) came into force on 1 July 2021.

Re�rement funds regularly process the 
personal informa�on of their members, 
beneficiaries and others. Re�rement 
funds o�en use appointed third party 
service providers to process personal 
informa�on for them. 

The informa�on flow 
in a re�rement fund

Some important defini�ons:

Personal informa�on is informa�on rela�ng to an 
iden�fiable, living person and includes, but is not 
limited to, informa�on rela�ng to gender, marital 
status, pregnancy, age, disability, language, 
culture, educa�on and employment, iden�ty 
number, contact details and personal opinion. It 
also includes personal informa�on about juris�c 
persons like companies and re�rement funds. 
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Special personal informa�on is sensi�ve personal informa�on about a person's religious or philosophical beliefs, race 
or ethnic origin, trade union membership, poli�cal persuasion, health or sex life, biometric informa�on or criminal 
behaviour. 

Personal informa�on of children (ie, any person under the age of 18 years) is specifically defined and regulated in 
POPIA as they are vulnerable persons. Children's personal informa�on may only be processed in certain instances.

Processing means any ac�vity (including by automa�c means) concerning personal informa�on, and includes the 
collec�on, receipt, recording, organisa�on, colla�on, storage, upda�ng or modifica�on, retrieval, altera�on, 
consulta�on or use, distribu�on by means of transmission, distribu�on or making available in any other form or 
merging, linking, and restric�on, degrada�on, erasure or destruc�on of informa�on.

From these defini�ons, trustees may immediately recognise the large amount of personal informa�on needed to ensure the 
effec�ve administra�on of their re�rement fund.  For example, a re�rement fund will collect names, iden�ty numbers, salaries 
and contact details to process the correct contribu�ons for the right individual, or age (for any lifestage investment model).  In 
addi�on, special personal informa�on and personal informa�on rela�ng to children is o�en considered when distribu�ng death 
benefits under Sec�on 37C of the Pension Funds Act.

Because of the amount, nature and frequency of personal informa�on being processed by re�rement funds, it is 

essen�al that trustees have a working knowledge of POPIA and a clear compliance framework covering not only 

the fund but also all the role players involved in the management of the fund.

Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

The main role players in 

a re�rement fund

Data subject - The data subject is the person to whom the 
personal informa�on relates.

The re�rement fund member is a data subject. Interes�ngly, data 
subject can also include the member's dependants and/or 

nominated beneficiaries and other persons such as a non-
member spouse.

Responsible party is the party who determines 
the purpose of and means for processing 
personal informa�on for the par�cular 
ac�vity. In other words, it's the person/party 

who decides what personal informa�on 
must be processed and how it is processed.

The re�rement fund is the responsible party for most of its 
ac�vi�es. The proverbial buck stops with the responsible 

party and it is accountable for its compliance with all the 
relevant POPIA requirements.

Some important defini�ons cont:
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An operator - is the party who processes personal informa�on for 
a responsible party in terms of a contract or mandate, but does 
not come under the direct authority or control of the responsible 
party. Many func�ons in a re�rement fund are outsourced to 
third par�es and some of these third par�es would be an 
operator of the fund. Importantly, the fund is responsible for its 
operator's compliance with the POPIA condi�ons (principles) 
discussed later.

The re�rement fund administrator (or certain other service providers, for example, a 
tracing agent) is an operator for many of the ac�vi�es they perform for the fund.

In other words, although a re�rement fund outsources the administra�on of the 
fund to an administrator, the fund (as the responsible party) decides what personal 
informa�on must be processed, and how this informa�on will be processed, by the 
administrator (the operator).

In summary, for most of their ac�vi�es in rela�on to the fund:

Fund role player

Re�rement fund

Employer

Member

Administrator

Benefits/investment consultant

Responsible party or operator

Responsible party

Responsible party (but may also be an operator for ac�vi�es it 
performs on behalf of the fund)

Data subject

Operator

Operator

Because the Informa�on Regulator can hold a responsible party liable for contraven�ons of its operator, it is crucial that 
proper contracts or service level agreements are signed between the fund and its service providers that are operators.

Not all service providers of the fund will be operators, some of them will be responsible par�es. For example, it is likely 
that the fund's valuator, auditor and a�orney would be responsible par�es and not operators of the fund in rela�on to 
the ac�vi�es they perform for the fund.

Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

POPIA compliance in your fund:
Trustees must take special care that agreements between the fund and its operators:
• Ensure that the operator maintains the necessary confiden�ality and security measures,
• Place a duty on the operator to immediately advise the fund of any unauthorised access to or sharing of personal 

informa�on,
• Provide that the operator will only process personal informa�on with the authorisa�on of the responsible party,
• S�pulate that the operator will treat personal informa�on as confiden�al at all �mes (unless this informa�on is 

required by law or used in the course of their contracted du�es), and
• Ensure the operators tells the responsible party about any third par�es it is using to process personal informa�on of 

the responsible party. 

Once trustees have a clear understanding of the informa�on flow in their fund and the roles of each party, they need to 
be clear on when and how a fund may process personal informa�on.
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Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

The eight condi�ons in which a re�rement fund can lawfully 
process personal informa�on

POPIA sets out the condi�ons for lawful processing that need to be met by the responsible party (in this 
context, the fund) if personal informa�on is to be managed and used correctly and all the role players are 
to remain compliant. 

1. Accountability (sec�on 8 of POPIA)

A re�rement fund (as a responsible party) is accountable for POPIA compliance and 
must make sure that the condi�ons (principles) for the lawful processing of personal 
informa�on are complied with every �me personal informa�on is processed.

POPIA compliance in your fund: 

Your re�rement fund (as a responsible party) has a 'default' Informa�on Officer who 
is accountable for POPIA oversight and compliance. Your fund's Informa�on Officer 
should be repor�ng back to the board regularly on the status of the fund’s compliance 
with POPIA. The fund's Informa�on Officer must be registered with the Informa�on 
Regulator (you can use the online portal available on the Informa�on Regulator's 
website). 

2. Processing limita�on (sec�ons 9 to 12 of POPIA)

Personal informa�on may only be processed in a reasonable and lawful manner that does not infringe on the privacy of 
the data subject.

POPIA takes it one step further in Sec�on 10 by s�pula�ng that personal informa�on may only be processed if, given 
the purpose for which it is processed, it is adequate, relevant and not excessive.  For example, the fund should not 
collect and process personal informa�on it does not need.

POPIA compliance in your fund:

Sec�on 11 of POPIA sets out that personal informa�on may only be processed if:
• the data subject has given consent; or
• processing is necessary to carry out ac�ons for the conclusion or performance of a contract to which the data 

subject is party; or
• processing complies with an obliga�on imposed by law on the responsible party; or
• processing protects a legi�mate interest of the data subject; or
• processing is necessary for the proper performance of a public law duty by a public body; or
• processing is necessary for pursuing the legi�mate interests of the responsible party or of a third party to whom 

the informa�on is supplied.

Your fund must be able to show that it is processing members' personal informa�on on at least one of these grounds. 

You can see that the fund does not always need a member's (or data subject's) consent to process his or her personal 
informa�on.

T
R

U
S
T
E
E
 A

N
D

 M
E
M

B
E
R

 E
D

U
C

A
T
IO

N

pg94
Pensions World SA | September 2021



Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

Prac�cal examples of a fund processing personal informa�on and the reasons (other than consent) therefore are: 
• the processing of monthly contribu�on informa�on is undertaken by the fund to meet its obliga�ons in terms of 

law, or
• the fund provides informa�on to SARS to comply with the law, or 
• the fund traces beneficiaries for the payment of death benefits to meet its obliga�ons in law and to protect the 

beneficiaries' legi�mate interests.

In terms of sec�on 12 personal informa�on must be collected directly from the data subject, unless one of the 
following excep�ons apply:

• Where the informa�on is contained in or derived from a public record or has deliberately been made public by the 
data subject; or

• The data subject has consented to the collec�on of informa�on from another source; or
• The collec�on of informa�on from another source would not prejudice the legi�mate interest of the data subject; or
• Where collec�on of informa�on from another source is necessary:

o To avoid prejudice to the maintenance of the law by any public body;
o To comply with an obliga�on imposed by law;
o For the conduct of court proceedings;
o In the interest of na�onal security; or
o To maintain the legi�mate interests of the responsible party or a third party to whom the informa�on is 

supplied.
• Compliance would prejudice a lawful purpose for collec�on; or
• Compliance is not reasonably prac�cal in the circumstances.

3. Purpose specific (sec�on 13 & 14 of POPIA)

Personal informa�on may only be processed for specific, explicitly defined and legi�mate 
reasons. In terms of this sec�on of POPIA, responsible par�es must explain their reasons for 
processing personal informa�on in a such a way that the data subject can understand why 
the informa�on is being collected and what it will be used for. The responsible party must 
then ensure that it processes the personal informa�on just for those purposes. 

In sec�on 14, POPIA provides guidelines on the reten�on and restric�on of records.  

POPIA compliance in your fund:

A re�rement fund can't hold records that it no longer needs to be able to run effec�vely, unless:
• the reten�on of the record is required by law (for example, under FAIS certain records are to be kept for five years); or
• the re�rement fund reasonably needs the record for lawful purposes rela�ng to its func�ons or ac�vi�es (for 

example, to be able to deal with complaints or to defend legal claims); or
• keeping the record is required by a contract between the par�es; or
• the data subject has consented to the fund keeping the record.

Records of personal informa�on can also be kept for longer than the purpose if kept for historical, sta�s�cal or research 
purposes. In this case, the responsible party must have appropriate safeguards against the informa�on being used for 
any other purpose.

Once the re�rement fund may no longer hold the personal informa�on, the fund must destroy, delete or de-iden�fy 
this informa�on as soon as reasonably possible. Destruc�on or dele�on means that the personal informa�on cannot 
be reconstructed a�erwards.

Re te n� o n  o f  re c o rd s : 
responsible par�es are not 
allowed to retain records for 
longer than is required to fulfil 
the purpose of processing the 
personal informa�on.

POPIA compliance in your fund:

Funds o�en collect personal informa�on from persons other than the data subject themselves, for example, funds 
collect personal informa�on about their members from the employer when they receive the monthly contribu�on 
schedules. Funds, thus, collect personal informa�on from another source so as to comply with their obliga�ons in law 
under sec�on 13A of the Pension Funds Act.
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Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

Restric�on of processing applies if:
• the accuracy of the personal informa�on is disputed by the data subject (for the period enabling the responsible 

party to verify accuracy);
• the responsible party no longer needs the personal informa�on for achieving the purpose for which it was 

collected (or subsequently processed), but it must be maintained for purposes of proof;
• the processing is unlawful and the data subject opposes its destruc�on or dele�on and requests the restric�on of 

its use instead; or
• the data subject requests the transmission of the personal informa�on to another automated processing system.

Where processing is restricted, it may only be processed:
• with the data subject's consent or 
• for protec�on of the rights of another person (or if this processing is in the public interest).  

Once restricted, the responsible party must inform the data subject before li�ing the restric�on on the processing.

POPIA compliance in your fund:

Because of the complex requirements around the reten�on and restric�on of records, re�rement funds should have 
data reten�on, restric�on and destruc�on policies in place that set out the legal requirements applicable to the fund, 
the processes the fund will follow in ensuring that it complies with these requirements and the rights of members in the 
collec�on, use and storage of their personal informa�on. O�en these requirements are set out in the fund's 
privacy/data protec�on/personal informa�on protec�on policy.

4. Further processing limita�on (sec�on 15 of POPIA)

Personal informa�on may not be processed for a secondary purpose unless that processing is compa�ble with the 
original purpose.

To establish if further processing is compa�ble with the original purpose, trustees must consider:
• the rela�onship between the ini�al purpose and the further purpose;
• the nature of the informa�on;
• the consequences of the further processing for the data subject;
• the manner in which the informa�on has been collected; and
• the contractual rights and obliga�ons between the par�es.

And very importantly, when considering further processing, the trustees must 
also take the reasonable expecta�ons of members into account, as well as 
whether further processing is required by law or is in the public, or the 
member's, interest.

5. Informa�on quality (sec�on 16 of POPIA)

The responsible party must take reasonable steps to ensure that the personal 
informa�on collected is complete, accurate, not misleading and updated where 
necessary.

POPIA compliance in your fund:

In all communica�on issued by the trustees, it is worth reminding members to 
keep their personal informa�on updated. 
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Trustee Tutor: Issue 7 - The protection of personal information in retirement funds

6. Openness (sec�ons 17 & 18 of POPIA)

The condi�on of openness links to sec�on 51 of the Promo�on of Access to Informa�on Act, 2000 (PAIA). PAIA requires 
that the re�rement fund must keep documenta�on of all processing opera�ons under its responsibility. PAIA also 
enables fund members to access informa�on (including personal informa�on) held by the fund. The records referred 
to in PAIA include the documenta�on of processing opera�ons referred to in POPIA.

No�fying the data subject when collec�ng personal informa�on

The data subject whose personal informa�on you are collec�ng must be no�fied of and aware that you are collec�ng 
the relevant personal informa�on and for what purpose the informa�on will be used.

When personal informa�on is collected, the responsible party must take reasonable steps to ensure that the data 
subject is aware of: 
• the informa�on being collected (and, if not collected directly from the data subject, the source from which it is 

collected);
• the name and address of the responsible party;
• the purpose for which the informa�on is being collected;
• whether or not the supply of the informa�on by the data subject is voluntary or mandatory;
• the consequences of a failure to provide the informa�on;
• any par�cular law authorising or requiring the collec�on of informa�on;
• the fact that, should it be applicable, the responsible party intends to transfer the informa�on to a foreign country 

or interna�onal organisa�on (and the level of protec�on afforded to the informa�on by that foreign country or 
interna�onal organisa�on); and

• any further informa�on which is necessary under the specific circumstances to ensure reasonable processing. 

POPIA compliance in your fund:

Re�rement funds must have a process to ensure that data subjects 
can make requests of it under POPIA (and PAIA). Funds are currently 
exempted from having a PAIA manual (which informs data subjects 
how they can access informa�on in the fund's possession). 
However, it is likely that from 1 January 2022 funds will be required 
to have manuals. It is expected that the Informa�on Regulator will 
issue a revised format of the manual. Manuals will not have to be 
submi�ed to the Informa�on Regulator but (once the exemp�on 
expires) will have to be maintained and provided upon request and 
on the fund's website (if any). 

7. Security safeguards (sec�ons 19 to 22 of POPIA)

Responsible par�es must keep personal informa�on secure against the 
risk of loss, unlawful access, interference, modifica�on, unauthorised 
destruc�on and disclosure.

In order to do this, a responsible party must put in place reasonable 
measures to:
• iden�fy all reasonably foreseeable internal and external risks to 

personal informa�on in its possession or under its control;
• establish and maintain appropriate safeguards against these 

iden�fied risks;
• regularly verify that safeguards are effec�vely implemented; and 
• ensure safeguards are con�nually updated in response to new risks. 
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POPIA compliance in your fund:

Trustees must understand whether the fund's informa�on is open to vulnerabili�es like being lost, damaged, destroyed 
or easily accessed by a third party (in other words hacked) as well as weaknesses in the fund's data protec�on systems 
and processes.

Trustees should then implement the necessary steps and security protocols to protect the fund's vulnerabili�es. And 
therea�er monitor that these protocols are effec�ve in mi�ga�ng the risks iden�fied.

In this context, trustees should keep in mind the generally accepted informa�on security prac�ces and procedures that 
apply to the re�rement funds industry.

The following are examples of measures to safeguard personal informa�on:
• physical measures (for example, locked filing cabinets or access control at offices); 
• technological measures (like implemen�ng firewalls and an�-virus programmes, using passwords and encryp�ng 

removable devices used for taking personal informa�on out of the office); and
• organisa�onal measures (such as reques�ng staff sign appropriate confiden�ality undertakings, training staff on the 

importance of protec�ng personal informa�on and amending processes to be�er secure personal informa�on).

Where a responsible party outsources to a third party certain services which involve the processing of 
personal informa�on, the responsible party remains responsible and liable for the protec�on of that 
personal informa�on. 

POPIA compliance in your fund:

In most funds, the trustees appoint a professional third party administrator to 
administer the fund.  It is important that the wri�en contract between the fund 
(responsible party) and the administrator (operator) provides that:
• the administrator sets up and maintains the required confiden�ality, 

safeguards and security measures which apply to the fund, and
• a contractual obliga�on is placed on the administrator to immediately 

inform the fund if there is unauthorised access to or disclosure of personal 
informa�on, and

• the administrator may only process personal informa�on with the 
knowledge and authorisa�on of the fund (and treat personal informa�on as 
confiden�al).

No�fica�on of security breaches

Where there are reasonable grounds to believe that personal informa�on has been 
shared with or accessed by an unauthorised person, the responsible party must no�fy the 
Informa�on Regulator and the data subjects affected as soon as reasonably possible a�er 
the compromise.  This no�fica�on must comply with the repor�ng requirements as set 
out in POPIA.

8. Data subject par�cipa�on (sec�ons 23 to 25 of POPIA)

Data subjects (or their authorised representa�ves) have the right to ask what personal informa�on is 
held about them by a responsible party (or any other third par�es) and who that personal informa�on 
has been provided to.  
Data subjects also have the right to request the correc�on and/or dele�on of any personal informa�on 
held about them. 

The responsible party may refuse to provide the informa�on on the grounds for refusal set out in PAIA.

Trustee Tutor: Issue 7 - The protection of personal information in retirement funds
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POPIA compliance in your fund:

A fund member can ask the fund to:
• correct or delete personal informa�on about the member that is inaccurate, irrelevant, excessive, out of date, 

incomplete, misleading or obtained unlawfully; or
• destroy or delete a record of personal informa�on which the fund is no longer authorised to keep in terms of 

sec�on 14 POPIA.

When the fund receives a request, it must as soon as reasonably prac�cal:
• correct or destroy the informa�on, as the case may be;
• no�fy the member of the ac�ons taken as a result of the request and provide evidence in support thereof (or no�fy 

the member if the fund refuses to make the correc�on);
• where the fund is unable to agree to the member's request, and where the member so requests, flag the 

informa�on as having been challenged.

The data subject can also ask the fund to tell them what personal informa�on it has about them and who it gives the 
personal informa�on to.

The fund should maintain a request process for the above requests.

POPIA is a complex piece of legisla�on and an ongoing journey 
towards compliance. It is a principle- based law, meaning that 
trustees can't simply �ck the boxes. Trustees should rather 
strive for a deep awareness of their responsibili�es and 
ongoing vigilance when either the fund or any third party 
service providers process personal informa�on.

Trustee Tutor: Issue 7 - The protection of personal information in retirement funds
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For an on-line version of the required reading material as well as 
electronic CPD Submission form, go to 
h�ps://www.pensionsworldsa.co.za or h�ps://www.ebnet.co.za 

How to?

Answer all the ques�ons by inser�ng the correct answer(s) into the block provided next to each 
ques�on, scan the pages and email to Toni Can�n at ICTS, using cpd@icts.co.za
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Trustee Tutor: Issue 7 
The protection of personal 
information in retirement funds

1.  The inten�on of the Protec�on of Personal Informa�on Act 4 of 2013 (POPIA) is to:

a. Legisla�on a person's right to privacy.

b. Set out the framework for the processing of personal informa�on.

c. Prevent harm to people by preven�ng personal informa�on falling into the wrong hands.

d. All of the above.

2.  A person's fingerprint is considered to be special personal informa�on.

a. True

b. False

3. Who are the data subjects in a re�rement fund?

a. The trustees.

b. The members.

c. The employer.

d. The employee benefits consultants.

4. Choose the incorrect answer:

Agreements between a re�rement fund (responsible party) and its administrator (operator) must:

a. Provide that the administrator will only process personal informa�on with the authorisa�on of the fund. 

b. Ensure that the administrator maintains the necessary confiden�ality and security measures.

c. Place a duty on the administrator to advise the fund of any unauthorised access to or sharing of personal 

informa�on within a reasonable amount of �me.

d. Ensure the administrator tells the fund about any sub-contractors it is using to process personal 

informa�on of the fund.

 

5. In terms of Condi�on 2 of POPIA (processing limita�on), personal informa�on may only be processed its purpose is:

a. Adequate

b. Relevant

c. Not excessive

d. All of the above
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6. In terms of sec�on 14 of POPIA, a fund may hold on to records longer than it needs to provided:

a. This reten�on is requested by the non-member spouse.

b. This reten�on is requested by SARS.

c. This reten�on is requested by a tracing agent.

d. None of the above.

7. Which of the following statements is incorrect.

When personal informa�on is collected, the fund must take reasonable steps to ensure that the member is aware of: 

a. The informa�on being collected.

b. The name of the re�rement fund only.

c. The purpose for which the informa�on is being collected.

d. The fact that, should it be applicable, the responsible party intends to transfer the informa�on to a foreign 

country or interna�onal organisa�on.

8.  The re�rement fund must have a process in place to ensure that the personal informa�on collected from/about 

its members is complete, accurate, not misleading and updated where necessary.

a. True

b. False

9. In order for re�rement funds to keep personal informa�on secure against the risk of loss, unlawful access, 

interference, modifica�on, unauthorised destruc�on and disclosure, they must put in place reasonable measures to:

a. Iden�fy all reasonably foreseeable internal and external risks to personal informa�on in its possession or 

under its control.

b. Establish and maintain appropriate safeguards against these iden�fied risks.

c. Regularly verify that safeguards are effec�vely implemented against current and iden�fied future risks.

d. All of the above.

10. A re�rement fund member can ask the fund to:

a. Correct or delete personal informa�on about another member.

b. Correct or delete personal informa�on about the fund's Informa�on Officer.

c. Correct or delete his or her personal informa�on that is inaccurate, irrelevant, excessive, out of date, 

incomplete, misleading or obtained unlawfully 

d. Only collect personal informa�on with his or her consent.

Email to Toni Can�n at ICTS, using cpd@icts.co.za

Trustee Tutor: Issue 7 - The protection of personal information in retirement funds
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